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The Early Days Digital Transition

Special GPS Units GPS integration



AI & Software Engineering

Digital Transition: This is where we are 
today.



Who Am I? Tracy ά¢ǊŀŎέ  Bannon

Software architect | researcher | engineer

/ǘǊņǎ/



ArchAITecture Research 
Collaborative



Quick Retrospective

ÅJanuary 2023 - ChatGPT 
users hits 100M

ÅChronic FOMO 

Å2024 - Publishing surges

ÅPeer-reviewed research lags



5ƻƴΩǘ ƎŜǘ 
swept away 
by the hype



AI in SwEngineeringΧ ǿƘŜǊŜ ŀǊŜ ǿŜ ƴƻǿΚ



2 ς 5 years to reach 
productivity plateau

AI-Augmented Software Engineering



Reinforcement Learning

Natural Language Processing (NLP)

Connectionist AI

Deep Learning

Unsupervised Learning

Transfer Learning

Convolutional Neural Networks (CNNs)
Model Interpretability

Machine Learning

Deep Learning
Computer Vision

Federated Learning

Explainable AI (XAI)

AI Governance

Edge AI

Search engines

Speech to text

Face recognition 

Pattern Recognition

Retrieval-Augmented Generation (RAG)
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Where can AI be used with DevSecOps?

Dev Ops

Plan

Build

Release
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Security



Infusing AI across the DevSecOps Continuum

Operate
Å Deterministic AI based ticketing and 

support allocation
Å AI Based Self Healing Decision
Å LLM Integration for Virtual Assistance
Å GAI/GPT powered Knowledge Bases

Release
Å Compliance Validation
Å Reinforced Learning-based models 

generate deployment scripts
Å AI Enabled Failure Analysis
Å Release Risk/Success Prediction
Å AI Driven CI/CD workflow automation

Test 
ÅNatural Language Test Case Generation
ÅTest Data Generation
ÅAI Enabled test effectiveness predictions
ÅE2E Functional Test Execution
Å Intelligent Failure/Self Healing Testing
ÅNLP based API based contract definition
Å Intelligent Test Execution

Code
Å Architectural Design
Å GAI based pair programming 
Å Code & Unit Testing Generation
Å In IDE Secure Code Vulnerability 

Solution
Å ML assisted code review selection
Å AI Assisted Code Review
Å AI Enabled collaboration
Å Suggestive Refactoring

Plan
Å Natural Language Requirements Gathering
Å NLP Requirements Analysis for inconsistency 

and ambiguity
Å GAI Epic and User Story Generation
Å Effort Estimation using Neural Networks
Å GAI-assisted Threat Model Policy 

Identification

Monitor
Å Event Correlation
Å False Alarm Filtering
Å Self-Healing Techniques
Å Root Cause Analysis
Å Observe system performance
Å Usability Patterns
Å Monitoring

Build 
Å Aggregated Merge Request Impact 

Analysis
Å GAI-based identification of security 

vulnerabilities
Å ML algorithm optimized build times
Å AI-Assisted Security Vulnerability 

Detection
Å Software Composition Analysis

Dev Ops

Deploy
Å Dynamic Environment 

Provisioning and 
Deployment Optimization

Å Realtime Rollback
Å AI-assisted Log Aggregation
Å ML Anomaly Detection
Å GAI Deployment Scenario 

Simulations

Plan

Build

Release

Operate

AIOps engines 
provide correlation 
and predictive 
monitoring

Security
Is infused into all 
actions and activities
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Content Generation Automated Reasoning

s.

Analyzing patterns, suggesting 
alternatives about code quality, 
identifying security vulnerabilities, 
optimizing deployment strategies, 
and ensuring compliance with 
standards.

GAI Usage Patterns



Treat GAI like a 
young 

apprentice...

Always pay 
close 

attention!!

© 2024 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED PR_23-04336-8



Does 
Generative AI 
contradict 
DevSecOps 
principles? 



Where are 
people using GAI 
today?

ÅSearching for answers

ÅDocumentation

ÅRequirements Analysis

ÅDebugging

ÅCode Completion 

ÅTest Case Augmentation

Sources: 2023 & 2024 StackOverflow Developer Survey
TechStrong/Tricentis: AI-Augmented DevOps Report
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Unveiling the Human Side of AI in Software Engineering

Human-Machine 

Collaboration

Trust Optimization

Skill Evolution & 

Team 

Communication

Personal Impact & 

Future Outlook

Practice-wide survey to get to ground truth

Take the Survey
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Most challenging, time consuming, or painful tasks^

^This data will be more insightful when correlated with role and experience

Challenge %

Collaborating with cross-functional teams 50%

Managing technical debt

Continuous integration/continuous deployment (CI/CD) pipeline setup

Documentation (code, systems, APIs, etc.)

Maintaining legacy code

Maintaining security compliance

ώ Χ ϐ 

Code reviews

Writing New Code 3%

40+ different challenges have been identified so far! 
Take the Survey



Are we addressing the pain points?



^ Requirements Analysis

Use Case:

ÅRequirements generation via 
text analysis 

ÅAnalyze user transcripts

ÅInclude crowdsourced survey

Considerations:

ÅVersion control GPT prompts ++

ÅDiverse Datasets 

ÅQA = rigorous testing + humans 
in the loop
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^ Testing Use Cases

ÅIncrease test coverage

ÅBrainstorming

ÅSynthetic Test Data Augmentation
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^  Testing Considerations

ÅData Privacy & Integrity

ÅBeware of Irrelevant Tests

ÅTransparency and Explainability
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In IDE Help
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5ƻƴΩǘ ƎŜƴŜǊŀǘŜ ŎƻŘŜ 
and tests



Pay close 
attention!

GAI can be 
unreliable. 



Is your organization prepared?



Fix your SDLC first



Gotchas to 
avoid



Adaptation to New Workflows



What about 
productivity?

ÅPerceived productivity

ÅTeam productivity *not* 
Individual productivity 



The Importance of Context 


